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Critical Infrastructure Protection Evolution and 
Timeline

Physical 
Security

Cyber 
Threat

Terrorism
All 

Hazards
Holistic 

Resilience 

Infrastructure Interdependencies 

1989 1996 2001 2005 Future

2013: PPD-21, Critical 

Infrastructure Security and 

Resilience

2014: Quadrennial 

Homeland Security Review 

2017: National Security 

Strategy 

2021: Presidential Support 

for Bipartisan Infrastructure 

Framework



Holistic Resilience 
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Resilience Framework



Cyber Threat 25 Year Perspective

The Commission has 
not discovered an 
immediate threat 
sufficient to warrant a 
fear of imminent 
national crisis. We 
should attend to our 
critical foundations 
before we are 
confronted with a 
crisis, not after. 
Waiting for a disaster 
would prove as 
expensive as it would 
be irresponsible.

~Critical Foundations, 
1997

Water Treatment Plant Pipeline Meat Packing Plant  

Image Sources: New York Times, (1) https://www.nytimes.com/2021/02/08/us/oldsmar-florida-water-supply-
hack.html; (2) https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html; (3) 
https://www.nytimes.com/2021/06/01/business/meat-plant-cyberattack-jbs.html

https://www.nytimes.com/2021/02/08/us/oldsmar-florida-water-supply-hack.html
https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
https://www.nytimes.com/2021/06/01/business/meat-plant-cyberattack-jbs.html


Internet Evolution

Source: Embracing the Internet of Everything To Capture Your Share of $14.4 Trillion, CISCO 2013
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Cyber-Physical Dependency Example

meansACCESS HERE ACCESS THERE



Transportation Systems Sector Dependencies 

Subsectors
• Aviation

• Highway and Motor Carrier

• Maritime Transportation System

• Mass Transit and Passenger Rail

• Pipeline Systems 

• Freight Rail

• Postal and Shipping 

Cross-Sector Issues
• Information Sharing

• Cybersecurity

• Research and Development 

Source: DHS, DOT, 2015, Transportation Systems Sector-Specific Plan, https://www.cisa.gov/sites/default/files/publications/nipp-

ssp-transportation-systems-2015-508.pdf



Geographic Interdependency (Common Corridor)
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A Glimpse at the Problem
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Mission: Critical Infrastructure Protection and Resilience

Developing solutions to the nation’s complex critical infrastructure challenges.
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Commercial Routing Assistance (CRA) Tool

• Collaboration:

• Department of Homeland Security (DHS) 
Cybersecurity and Infrastructure Security 
Agency (CISA) (National Mission)

• All Hazards Consortium (Data)

• INL (Technical Solution)

• Recognition:

• DHS and INL including Lab Director’s Award

• Submitted for R&D 100 Award

INL designed, developed, and deployed a capability 

for truckers and other commercial drivers in the 

U.S. to understand restrictions that they might 

encounter as they travel across the country​



INL and Idaho Making A National ICS Workforce Impact



Enhancing Resilience through Business Continuity 
Planning 

“Only 5 per cent of critical infrastructure

facilities reported having all three plans

— and training on and exercising them

annually.” 
(Fisher, Norman, Klett, 2017, p. 170)




