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Il Cyber Threat 25 Year Perspective
The Commission has :
not discovered an Ripeline Meat Packing Plant

immediate threat ‘Dangerous Stuff’: Hackers Tried to Poison Ransomware Disrupts Meat Plants in

sufficient to warrant a Weiter Sipik ol Flsiida Tonon f]ygeg;’:;ff°’°““5""*d°w" ofaTop Latest Attack on Critical ULS. Business

fear of imminent e ey T oy o o pouly s e o, s
n ati O n al Cl’i S i S . W e changed and could have sickened residents. 5,500 miles of pipeline after being hit by a ransomware attack.
should attend to our Po®ea
critical foundations
before we are
confronted with a
crisis, not after.
Waiting for a disaster
would prove as
expensive as it would

be irresponsible.

to a union and Facebook posts meant for employees.
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A JBS plant in Minnesota. Nine JBS beef plants in the United States were shut down after a cyberattack,
a union said. The company’s pork and poultry operations were also affected. Bing Guan/Reuters

A Colonial Pipeline facility in Pelham, Ala. The company said it had learned on Friday that it was the
“This is dangerous stuff,” Sheriff Bob Gualtieri of Pinellas County said at a news conference Monday of victim of a cyberattack. Jay Reeves/Associated Press

hackers who remotely accessed the City of Oldsmar’s water supply system and changed the levels of

lye. Pinellas County Sheriff's Office

~Critical Foundations,
1997
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https://www.nytimes.com/2021/02/08/us/oldsmar-florida-water-supply-hack.html
https://www.nytimes.com/2021/05/08/us/politics/cyberattack-colonial-pipeline.html
https://www.nytimes.com/2021/06/01/business/meat-plant-cyberattack-jbs.html
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Source: Embracing the Internet of Everything To Capture Your Share of $14.4 Trillion, CISCO 2013
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I Cyber-Physical Dependency Example
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- Transportation Systems Sector Dependencies
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Subsectors
Aviation
Highway and Motor Carrier
Maritime Transportation System

Mass Transit and Passenger Rail
Pipeline Systems

Freight Rail

Postal and Shipping

ech l

Cross-Sector Issues
 Information Sharing

Defense
Ind. Base

« Cybersecurity
 Research and Development

Emergency
Services

Source: DHS, DOT, 2015, Transportation Systems Sector-Specific Plan, https://www.cisa.gov/sites/default/files/publications/nipp- IDAHO NATIONAL LABORATORY
ssp-transportation-systems-2015-508.pdf




Il Geographic Interdependency (Common Corridor)
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A Glimpse at the Problem
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Mission: Critical Infrastructure Protection and Resilience

Control
Systems

Developing solutions to the nation’s complex critical infrastructure challenges.
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I Commercial Routing Assistance (CRA) Tool

INL designed, developed, and deployed a capability
for truckers and other commercial drivers in the

U.S. to understand restrictions that they might
encounter as they travel across the country

* Collaboration:

« Department of Homeland Security (DHS)
Cybersecurity and Infrastructure Security
Agency (CISA) (National Mission)

 All Hazards Consortium (Data)
 INL (Technical Solution)

« Recoghnition:
« DHS and INL including Lab Director’s Award

« Submitted for R&D 100 Award _
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University
Partnerships

Center
for Advanced
Energy Studies

Information
Management

JNL

Idaho National

Laboratory National

and Homeland

WORKFORCE
DEVELOPEMENT

Security

Industrial Cybersecurity
Capabilities

Control Systems
Cyber-Informed

Engineering

Threat Analysts

Forensics

Malware detection

Critical Infrastructure
Test Beds

Wireless Institute
Resilience Controls
Power Engineering

Training

Emergency Response
Risk Assessments
Optimization
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Critical infrastructure,
operational technology,
control systems users
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Federal, State, and local;
task forces, advisory
committees
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- INL and Idaho Making A National ICS Workforce Impact

List national and industry partners; associations, committees, councils, SANS, etc.?

UTAH Partnerships - ?

Economic Development of Idah (REDI) Program

Workforce Development Council
Idaho Tech Council
Idaho Cyber Task Force

Idaho Line Commission

Internships
Joint Appointees
Adjunct Faculty
STEM Outreach

Idaho Cyber Research
Project

Idaho MOU with
Cybercore/C3/Univ.

IRON Network

ISU Disaster Response
Complex

ICS Joint Working Group CISA
IEEE

US Merchant Marine Academy
US Coast Guard

US Air Force Academy Fellowship

INL Coding Coalition
Cyber Summer Camps
CyberFire

CyberStart
CyberForce
CCE/ACCELERATE
Wireless Institute

Resilience Week

CYBER-Champ
ICS Community of Practice

DHS CISA Certification
Training

Red/Blue Training
Apprenticeships

OT Defenders Fellowship
CyManll



Jll Enhancing Resilience through Business Continuity

Planning

Tel: +1 208 526 5630; E-mail ron.fisher@inl.gov

Homeland Secu

Tel: +1 208 526 6695, E-mail. mary klen@inl.gov

Ronald Fisher s the Oiractor of the Homel:

Joumnl of BUSINGSS COMNUTY & EMErgency FINNING Volume 11 Numper 2

Enhancing infrastructure resilience
through business continuity planning

Ronald Fisher,* Michael Norman™ and Mary Klett!
Received (in revised formk 28th Juns, 2017
*Idaha National Laboratory, PO Box 1625, MS 3650, kdsho Falls, ID 63415, USA

*Infrastructure Information Collection Division, Office of Infrastructure Protection, Department of
rity, LISA

Tel: +1 703 235 9372; E-mail: michaelnorman@hg.dhs.gov

tidsho Mational Laboratory, PO Bax 1625, MS 3650, Idaho Falls, |0 83415, USA

Security Division in the National & Homs
Secuity drectorate at the ldaho National
Laboratory. He has over 20 years of critical

"
interdependencies. She has led several teams
in developing complax database-centric web
applications that help support the operations
of various components within the Department
of Homeland Security. Mary has over 15 years

Protetion, and as an adwiser to the National
Petroleum Council's crifical infrastructure pro-
tedtion study. His research includes control
systemns cyber secunty. infrastructure ana-
ysis and technalogy development, and Fieline
infrasfucture resience. Or Fisher has been
published over 100 times indluding contribu-
tions to muifiple books on homeland securty,
25 well as a copyright and trademark in gec-
spatisdinformaton technology.

Michael Norman is the DOiision Divector
for the Infrestructure Information Collection
Division in the Depantment of Homeland
Security's Office of d

of designing and soft-
ware solutons. She received a BE degree in
‘computer science from the University of Saint
Francis (L) and has received various distine-
tion awards for her technical work.

ApsTAncT

Critical infrastractiere is crucial fo the finction-
ality and welibeing of the world around us If &5
a complex meiworl: that works fogether to create
an efficient society. The core components of orit-
ical infrastruciure are dependent om one another
to function at their full potential. Owganisations
face unprecedented emvironmental visks such as
inceeased  refiance on information  techmology

His respongbilities include physical and cyber
security, resiience and the dependencies of
the most critical infrasTucture in the USA.

Mary Kiett is a solutions architect within
the Homeland Security Division at the Idaho
National Laboratory with spedific focus an

and imcreased

interdependencies and globalisation. Swcressgfl
organisations should integrate the components of
cyber—physical and infrastructure interdepend-
envies inio a holistic visk frameworl Physical
security plans, cyber security plans and business
continuity plans can help mitigate environmental
risks. Cyber security plans are becoming the

Physical Only
14%

Cyber Only
2%

Business Only
5%

== Physical and Cyber
: ’ 2%

No Plans

56% Physical and

Business
14%

Cyber and Business

All Plans =
5%

“Only 5 per cent of critical infrastructure
facilities reported having all three plans

Figure 4 Aggregated physical security, cyber security and business continuity plans results

— and training on and exercising them
annually.”

(Fisher, Norman, Klett, 2017, p. 170)
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