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Predicting the Future 

• The security environment is evolving in one direction– things 
are getting worse, not better. 

• State resources are not likely to keep up with the 
proliferation of data– both in volume and in new formats. 

• More government functions and services will be data-driven. 

 



Cyber crime and data breach 





With very few consumer remedies 

•Notice of Breach 

•Credit Monitoring 

•Credit Freeze 

•Wait for a class action suit 
 



How did we get here? 

•Our analog data became digital:  1990-2017 

•The Internet loves data. 

•Data profiling and data brokers. 

•No consistent security standards, either within 
borders or outside borders. 

• It pays to be a hacker . . . 



Scope of data profiling: 







Government collection of data 

•Federal, State & Local 
 

 

 

 



Local Surveillance 

• Drones 
• Body Cameras 
• Traffic cameras 
• Plate readers 
• Smart Cities 

 

 

 

 

 



“Alexa, go to the next slide!” 



Biometric Identifiers 

o Unique to the Individual--unlike other “personal” data. 
o Cannot be changed 
o Already in widespread use. 

 

 



Washington is already using biometric 
identifiers 

 Enhanced drivers license 

 Fingerprints 

 Background checks 

 Iris photography 

 Two new state laws 

passed in 2017 address 

biometrics. 



Questions for every data collector: 

• Who keeps our data? 

• Can it be shared? 

• Can it be sold? 

• How long is it retained? 

• Is it really “anonymized?” 

• Can a person update or delete their data once it is sent? 

• How secure is it? 



Washington State Structure  

 
• State Constitution 

 
• Public Records Act 

• Data Breach Law 

• One of a five states to have a 
Chief Privacy Officer 



What do we do well: 

• Cooperation between CISO, CPO and Governor’s Office. 

• Cooperation with forward-looking legislators. 

• Formation of cross-agency Privacy Working Group. 

• Consumer outreach and privacy.wa.gov 

• Good relationship with academic world. 

• Response to data breach. 

• Trying to get ahead of the policy curve on mobile devices 
and the Internet of Things. 



What do we don’t do well: 

• Monitoring inter-agency data sharing. 

• Limiting collection of data to an “as needed” basis. 

• Understanding the Life Cycle of Date. 

• Privacy Assessments. 

• Enforcing policies throughout state government and related 
entities, e.g. data back-up policies. 

• Monitoring contractors. 

• Reforming the Public Records Act to protect privacy and 
critical infrastructure. 
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http://cybersecurity.wa.gov/whatwedo.html
http://www.digitalarchives.wa.gov/


What tools are at our disposal? 

 

①  Privacy by design 

②  Data minimization 

③  Anonymize personal data for analytics 

④ Greater cooperation between agencies, including law 

enforcement 

⑤ Work sessions for legislators 

⑥ Privacy training across state government 

 



Comments and questions? 

Alex Alben 

alex.alben@ocio.wa.gov 


